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4 WHAT IS SECURE MAIL?  

1 WHAT IS SECURE MAIL? 

The secure mail service allows agencies to communicate securely, ensuring confidential emails are not released 
onto the public internet or handled by public mail servers. Once an email is marked by the sender (APVMA) to be 
sent via the secure mail service, the redirection and interaction with the intended recipient is fully automated, 
audited and logged.  
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2 HOW DOES SECURE MAIL WORK? 

Below is a diagram outlining how secure emails are sent, received and accessed by users.  

 

 

 

 

 

 

 

 

Each step is detailed below: 

1. An APVMA employee generates an email to a client and selects the secure mail icon from the email menu. 
This adds the secure mail tag to the email subject line.  

 
 

2. The secure mail server will read the tag in the email subject line and redirect for storage in its secure server. 
This secure server ensures the email content and any attachments are not accessible via the public 
internet. 

3. The intended recipient of the email will receive a notification advising that there is a secure email awaiting 
their attention and provides download link to the email. 

4. When the recipient clicks on the download link they will be redirected to a SSL secure mail portal. Security 
is provided through the requirement of a username and password to access their user account. First time 
users will be prompted to create an account. 

5. APVMA can view the status and audit reports covering any secure mail service activity.  
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3 FIRST TIME USERS—CREATING A SECURE MAIL ACCOUNT 

The first time you receive an email advising you have a secure message from the APVMA you need to create an 
account. 

1. Click the download link ‘read message’ provided in the email (see below). 

 

2. A log in window will appear. Select your language preference. 

3. Enter a password, then enter it again to confirm. 

4. Click ‘save’. 

 

5. A security question page will now appear. Complete this and your account will be activated. See information 
below on creating security questions.
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4 CREATING SECURITY QUESTIONS 

Create security questions and answers that pertain to you. 

1. Choose a question to which you will provide an answer. 

You can select a predefined question from the drop-down list, or you can add your own question. If you 
choose ‘add my own question’, a further text field appears. Enter your question into this field. 

2. Enter the answer to the question. 

Repeat steps 1 and 2 for each question presented. 

3. Click ‘save’. 

 



8 EXISTING USERS—ACCESSING APVMA SECURE MESSAGES 

5 EXISTING USERS—ACCESSING APVMA SECURE MESSAGES 

1. Follow the link from your notification email message. The log in window displays. 

 

2. Select you preferred language. 

3. Enter your password. 

4. Click ‘Sign In’. 

5. Your secure mail email will be displayed. 

 

If you are signed in, but allow secure web mail to remain idle, a time-out warning message will appear. Should 
your session expire, you will need to sign in again.
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6 HOW TO RESET YOUR FORGOTTEN PASSWORD 

1. Click the ‘forgot your password?’ link on the log in window. 

 

2.  Answer your previously configured security questions. 
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3.  A password reset email message will be sent to your inbox. 

4.  Follow the link from this email and enter your new password. 

5.  Confirm your password by retyping it. 

6.  Click ‘save’. 

Your password has now been changed.



 HOW TO RESET YOUR FORGOTTEN PASSWORD 11 

7 SECURE MAIL ACCESS ISSUES 

1. If you are an external user and need assistance to have an account unlocked or an expired password reset, 
please contact Macquarie Telecom directly: Phone 1800 789 999 

2. Choose option: 2 

3. Next choose option: 1. 

Advise the Macquarie Telecom representative that you are experiencing difficulty with ‘secure mail’ access. 

If access is unable to be restored immediately, please advise APVMA IT support for assistance in escalating the 
process.
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8 EMAIL EXPIRY TIMEFRAME 

For security purposes the secure mail server will automatically delete messages after 90 days. This limits the 
chance of a secured message being compromised, ensuring protection of sensitive content. A notification email 
will be sent to the recipient 10 days prior to deletion, to notify of the impending expiry date. 
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9 SESSION TIMEOUT 

Secure mail will disconnect any connection that is idle for 15 minutes.  

Session timeout is configured for security reasons, to prevent malicious access to the session by physical or virtual 
means.  

NOTE: When drafting and replying to emails it is recommended that a response is drafted in a word processing 
application and copied into secure mail for sending to APVMA. 
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10 MESSAGE SEARCH 

You can search for messages using the search fields at the upper-right of the secure mail window. Searches can 
be based on the message status, by typing a text into the search box or a combination of both methods. 

10.1 Search by status 

Search for messages that have a specific status: 

1. Select the status from the drop-down list. 

2. Select ‘all’, ‘read’, ‘unread’, ‘flagged’, ‘expiring’ or ‘draft’. 

3. Click the search icon. 

Only messages with the selected status will display. You can search for only one status at a time. 

10.2 Search by text 

Search for messages using text: 

1. Type the text into the search box. 

For example, you can search for messages from one recipient by typing all or part of their name or 
messages containing specific words in the subject line. 

2. Click the search icon. 

Only messages that meet your text criteria will display. 

You can restore your full message list by clicking ‘show all’ in the action bar or by deleting your search text.
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11 DELETING MESSAGES 

To delete an open message, click ‘delete’ in the message action bar. The message is deleted. 

To delete one or more messages from the message list: 

1. Select the messages you want to delete by selecting the check box to the left of each message. 

2. Click ‘delete’. A confirmation message appears. 

3. Confirm deletion by clicking ‘delete selected messages’. The selected messages are deleted. 
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12 VIEWING SECURE MAIL MESSAGES 

Your secure mail inbox shows basic information about each message, including the sender's email address, the 
subject of the message, and the date or time of delivery. From this screen you can perform several useful 
functions, including: 

• flag one or more messages for further action by clicking the flag icon to the right of the message 
•  select one or more messages from the list for specific action by selecting the check box to the left of the 

message 
• delete all messages by clicking the ‘delete’ link in the action bar. 
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13 MESSAGE OPTIONS 

13.1 Download an attachment 

To view and download message attachments from secure mail: 

1. Open your secure message.  

2. Click on the attachment. 

3. Select the action you prefer—open or save the attachment. 

13.2 Reply to a message 

Replies to secure messages are sent via secure mail web server and then on to the recipient: 

1. Open your message. 

2. Click ‘reply’ in the message toolbar.  

 

3. Compose your email message. 

4. Click ‘send’, located at the top-left of the screen.
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14 VIEW AND EDIT YOUR ACCOUNT SETTINGS 

You can view and edit your account settings from your message inbox window. 

1. Click the cog wheel at the upper right corner of your secure mail browser. The account window will display. 

2. View and/or change the information in each section of the window, as required. 

 

3. Click ‘save’ to save any changes.
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15 SECURE MAIL CARBON COPY (CC) FIELD—NOT SUPPORTED 

APVMA secure mail has a CC field enabled when sending emails but does not support it, as it cannot guarantee 
that email addresses added into the CC field will receive the email. Many email servers, including APVMA’s 
domain (apvma.gov.au), do not allow emails to be sent on its behalf. This means that any email address entered 
into the CC field would not be received by the intended recipient.  
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16 READ RECEIPTS 

When an email is sent by secure mail a ‘read receipt’ can be requested. This enables the sender of the email to be 
notified when the recipient has opened the email. To enable the read-receipt function, follow the below instructions 
(secure mail and outlook 2013 only).  

16.1 Secure mail  

From within your email draft select the tick box ‘send me a read receipt’. 

 

16.2 Outlook 2013 

From within your email draft, select the ‘options’ tab, located in the top menu ribbon. Next, select the checkbox 
‘request a read receipt’.  

 

Once sent, the recipient will receive the email and, upon opening the following pop-up notification.  

Please note that the end user can select ‘no’. This means that you will not be notified that the email has been 
opened. There is no method to force the email user to select ‘yes’.  
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17 TRACKING SECURE MAIL EMAILS 

Secure mail provides detailed logging of email sent to the secure mail server, including what email servers the 
email has passed through, when it was sent and the classification of the email.  

To view a log of the email message, open the email. Under the time stamp there will be a button labelled ‘details’.  

 

The following window displays all information on the email.  

 

Note: the date field (Wed, 2 Mar 2016 23:34:23 +0000) is in the GMT time zone.  
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